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$ Background

L/
0’0

Maelstrom series in 2022, focusing on implant development and detection

L)

>

Looking at the wider malware marketplace - “what is the statistically average binary”

Thinking about incorporating ML to analyse this

L/
0‘0

o

D)

EMBER stood out as a heavily influential dataset for ML

L)

K/
0‘0

Some of the points of interest on a binary from this dataset as part of our analysis

Brandon McGrath, Michael Ranaldo: Maelstrom #1: An Introduction

Brandon McGrath: From Chaos to Clarity: Organizing Data with Structured Formats

Hyrum S. Anderson, Phil Roth: EMBER: An Open Dataset for Training Static PE Malware Machine Learning Models
Shay Banon: Welcome Endgame: Bringing Endpoint Security to the Elastic Stack



https://arxiv.org/abs/1804.04637
https://www.elastic.co/blog/endgame-joins-forces-with-elastic
https://pre.empt.blog/2023/maelstrom-1-an-introduction
https://trustedsec.com/blog/from-chaos-to-clarity-organizing-data-with-structured-formats

$ Research Goal

< This is a subset of a bigger goal we've been working on since Summer 2022

< Qur research was focused on:
= Looking at binaries en mass
= Can we get a comprehensive list of as many samples as possible
= What are their commonalities when considering their “points of interest”

= What can we learn, both offensively and defensively, for building red team implants

<  We will explain our terminology and data sources over the next slides!



$ Today’s Goal

< We are going to show some preliminary findings from our research

<« Storytime: Three implants appear on the desk of a reverse engineer

« Using the points of interest from our research:
= What are common steps people take when writing malware to evade detection?
= How can these in turn make an implant stand out more?
- What improvements can be made to better the implant?

= What should defenders be aware of for the future?

More of a vendor issue, maybe?

<« We want to make you paranoid about every payload you ever write



Our Data, Definitions,
and Cast
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$ When you say “Implant”...
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Jong-Wouk Kim, Yang-Sae Moon, Mi-Jung Choi: An Efficient Multi-Step Framework for Malware Packing Identification
Arne Swinnen, Alaeddine Mesbahi: One packer to rule them all



https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://arxiv.org/pdf/2208.08071
https://www.blackhat.com/docs/us-14/materials/us-14-Mesbahi-One-Packer-To-Rule-Them-All-WP.pdf

$ So just to be clear

[ Pou./load Server J

2. He T've ran - gimme.
1. She_“c:oc}«e_ / DLL 3e‘ts the Q&I}LL
upload 3. Retums CaADLL

ca/ \( looder.exe ]
SN

Me_chM wm of [Da.ol ng

5. c2.dll will then Bire off o new
thread, and commun icate to and

from the <2
\| 18 e2.dll, load. |

Any.Run: Loader



https://any.run/malware-trends/loader

$ Types of binary




$ Data Sources: Malware

< Sophos SOREL
< Malware Bazaar

< Didn’t scrape vx-underground out of respect for smelly

(@) vx-underground

@vxunderground

"oTheR cOmpAnieS haVe MorE mAIwArE thAn yOu"

Ted Talk time.

First of all, we're not a company. We're just a bunch of internet nerds
wildin' out on a computer.

: . Sec ig -underground ingests roug 20,000 m =
Sophos: Sophos Reversing Labs SOREL 20 million sample malware dataset condly, right now.w underground |r".|be t r.c:ughlﬂ 000 rr.ualware.
Abuse.ch: MalwareBazaar samples a month with a budget of a slice of pizza and some weird lookin'

VX Underground lint we found in our pocket.



https://ai.sophos.com/2020/12/14/sophos-reversinglabs-sorel-20-million-sample-malware-dataset/
https://bazaar.abuse.ch/
https://bazaar.abuse.ch/
https://vx-underground.org/

$ Data Sources: Malware

TLSH Similarity Graph




$ Data Sources: Goodware

< NIST Software Quality Group + HybridAnalysis

» Chocolatey

« winget - excluding anything published by Microsoft
» Ninite

< Also didn't get historic chocolatey, just everything currently available at
the latest version

NIST: Current RDS Hash Sets
Hybrid Analysis

Chocolatey
Ninite


https://www.nist.gov/itl/ssd/software-quality-group/national-software-reference-library-nsrl/nsrl-download/current-rds
https://www.hybrid-analysis.com/
https://chocolatey.org/
https://ninite.com/

$ Data Sources: Winware

< Windows 10

< Windows 11

< Windows Server 2022

< winget - filtering for just Microsoft in the ID

» Everything including Visual Studio and Office and all server roles and
optional features

Microsoft: Microsoft | Store
Wikipedia: Microsoft Windows



https://apps.microsoft.com/home
https://en.wikipedia.org/wiki/Microsoft_Windows




$ Data Distribution of 700041 of samples

goodware

windows

< Goodware: 30,261

4.3?-'1.3
(30261) B.0%
(55901)

<+ Winware; 55,901

<+ Malware: 613,879

87.7%
(613879)

malware
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$ Points of Interest

<« Entropy
< File Size
< Imports
< Exports
< Code Signing

<« Compiler



$ The task

< You're on a red team

< Something something assumed breach
< You need a loader but you're unsure

< S0 you go to Discord

7
’0‘ XK}



$ Solution 1: Encryption




$ Solution 1: Entropy

< Using Shannon Entropy, we measured the total entropy of a file as well as per-section
< Even back in 2006, 80 to 90% of detected malware was found to use encryption or packing

< 0Old technique, but still works. Literally the oldest trick in the book.

DATA SETS AVERAGE 9999 COMFIDENCE HIGHEST ENTROPY 99.99% COMFIDENCE
ENTROPY IMTERVALS (LOW TO HIGH) [(AVERALGE) INTERVALS (LOW TO HIGH)

Plain text 4. 34 4 (a6 — 4,620 4.515 4407 — 5030
Mative executables 5. 099 49471 - 5.258 6. 227 G6.UB4 — 6. 369

W R g . AT £ ETT — B O3R T 333 199 _ F 387
CEES0 ExeCULe 25 i Wall 0.0 0. F.L0 oL F. 173 LDy
Packed exe ulJI‘_lll W 6.6/ - 6926 fF. 2535 F 199 — F 26

Encrypled executables F ] F I e /. 303 F295-7.312

Using Entropy Analysis to Find Encrypted and Packed Malware



https://ieeexplore.ieee.org/document/4140989

$ Entropy: Goodware

Goodware Shannon Entropy with Examples
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$ Entropy: Winware

Windows Shannon Entropy with Examples

Outlook

+ Interquartile Range:
- 25%: 5.58
= 50% (mean): 6.16
- 75%: 6.50
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$ Entropy: Malware

Malware Shannon Entropy with Examples

+ Interquartile Range:
- 25%: 5.85
= 50% (mean): 6.60
- 75%: 7.24
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$ Entropy: All together now!

Comparing the entropy of goodware, malware, and winware to highlight IQR overlap

IQR Malware Goodware  Winware

Windows

Goodware

Goodware vs Malware vs Winware

Malware

IQR Overlap

4
Shannon Entropy



$ Solution 1 (Bonus): File Size

» A natural progression from Entropy
< The size of the binary CAN have implications

- Bloating tools are double edged:
< Too large to scan

< Looks super weird



$ Solution 1 (Bonus): File Size

Malware Binary File Sizes




$ Solution 1 (Bonus): File Size

Goodware Binary File Sizes




$ Solution 1 (Bonus): File Size




$ Solution 1 (Bonus): File Size

All Binary File Sizes




$ Solution 1 (Bonus): File Size

IQR (%) Malware (KB) Goodware (KB) | Winware (KB)




$ Solution 1 (Bonus): File Size

Shannon Entropy Stats

File Size (KB) Entropy

exe 46 7.79894%
gitfud-big.exe 224 7.37565
meterpreter-zutto.exe 204 7.24121
sScarecrow.exe 2535 6.55197
chrome.exe 2708 6.54522
spotify.exe 33265 6.51772
sublime_text.exe 9840 6.50047
outlook.exe 43989 6.40023
7Z.exe 532 6.19382
mimikatz.exe 1324 6.08767
bluffy-css.exe 55 6.08287
winpeasx64.exe 2332 6.01869
advapi32.dll 720 6.01474%
meterpreter-default.exe 204 5.91638
: . X04.exe 100 5.87282
rubeus.exe 452 5.86787
winpeasx64_dotfuscator.exe 2182 5.84737
gitfud-small.exe 20 5.38233



$ Solution 1: Considerations

< Don't put the high entropy blob inside the binary:

< Hinder Reverse Engineers

- Kill-switch

< Transform the blob into something like:
<« UUID
» MAC
- IPV6
<« SVG
» CSS
» PNG Bytes

pre.empt: Bluffy
Caleb Fenton: SentinelOne: Detecting Malware Pre-execution with Static Analysis and Machine Learning

Kurt Baker: CrowdStrike: 10 Malware Detection Techniques



https://pre.empt.blog/2022/bluffy-the-av-slayer
https://www.sentinelone.com/blog/detecting-malware-pre-execution-static-analysis-machine-learning/
https://www.sentinelone.com/blog/detecting-malware-pre-execution-static-analysis-machine-learning/
https://www.sentinelone.com/blog/detecting-malware-pre-execution-static-analysis-machine-learning/
https://www.crowdstrike.com/cybersecurity-101/malware/malware-detection/

$ Solution 2: Imports

<+ Sometimes it works, sometimes it doesn't
» Back to Discord

< Get called noob

< "You should dynamically resolve WinAPI Functions”



$ Solution 2: Imports

notepad_exe
Module Name Imports OFTs TimeDateStamp | ForwarderChain | Mame RVA FTs (J4T)
M/A 0003090 00030903 0C 0 0 00030914

(nFunctions) Dhword Dword

00029400

api-m

api-m

api-m

api-ms-wi

api-ms

api-m

api-ms-wi

api-ms-wi

api-rms-w

api-m

api-rms-wi

api-rms-wi

Mame

PostQuithessage

JeginPaint

EndPaint



$ Solution 2: Imports

< Common Injection:

< VirtualAlloc

*

<+ Memcpy
VirtualProtect
CreateThread

o
%

*

J/
0‘0

CreateToolhelp32Snapshot CreateFileMappinga CreateFileMappingh
« WaitForSingleObject

EnumDeviceDrivers CreateProcessi DeleteFilehA

EnumProcesses CreateRemoteThread GetModuleHandleA

EnumProcessModules CreateRemoteThreadEx GetProcAddress

EnumProcessModul esEx GetModuleHandleA LoadLibrarya

malapi.io


https://malapi.io/

$ Solution 2: Imports

#include =windows.h=
#include =stdio.h=

unsigned char shellcode[] = "\x00%\x90%\x90'\x90" ;

int main() {
LPVOID allocatedMemory = VirtualAlloc{MNULL, sizeof({shellcode), MEM_COMMIT | MEM_RESERVE, PAGE_READWRITE);
if (allocatedMemory == NULL) {

printf({"virtualAlloc failed (%d)\n", GetlLastError()};
return 1;

memcpy(allocatedMemory, shellcode, sizeof(shellcode));

DWORD oldProtect;

if (!WirtualProtect(allocatedMemory, sizeof(shellcode), PAGE_EXECUTE_READ, &oldProtect)) {
printf("VirtualProtect failed (%d)\n", GetlLastError(]}};
return 1;

HANDLE threadHandle = CreateThread{NULL, @, ([LPTHREAD START_ROUTINE)}allocatedMemory, NULL, @, NULL})j

1f (threadHandle == NULL) {
printf(“CreateThread failed (%d)\n", GetLastError({});
return 0;



$ Solution 2: Imports

VirtualAlloc_t pVirtualAlloc = (VirtualAlloc_t)GetProcAddress{hKernel32, "VirtualAlloc”);

RtlMoveMemory_t pRtlMoveMemory = (RtlMoveMemory_t)GetProcAddress(GetModuleHandleA( “ntdlLl.dl1l"), "RtlMoveMemory”);
VirtualProtect_t pVirtualProtect = (VirtualProtect_t)GetProcAddress(hKernel32, "VirtualProtect®);

CreateThread_t pCreateThread = (CreateThread_t)GetProcAddress{hKernel32, "CreateThread”);

WailtForSingleObject_t pWaitForSingleObject = (WaitForSingleObject_t)GetProcAddress(hKernel32, "WaitForSingleObject™);



o000
def add_imports_profile_to_binary(implant: Implant, profile: dict) -> bool:

$ Solution 2: Consider: e e

if not current_imports:
return False

binary = lief.parse(implant.implant_path)

for import_info in profile:

H dil = 1 t_info.get("dl1"
<« Resolve some functions and not others R e e
o H if dl1_name.lower() in current_imports.keys():
% Fake some ImpOI’tS logger.info(f"Skipping: {dl1_name}", indent=1)
continue

< Add telemetry generation

for function in functions:
if function in current_imports.get(dll_name.lower(), []):
logger.info(f“Skipping: {function}", indent=1)
functions.remove(function)

dll_obj = binary.add_library(dll_name)
logger.info(f"Adding imports for: {dl1_name}")

existing_functions = current_imports.get(dll_name.lower(), [])
if existing_functions:
for func in functions:
if func not in existing_functions:
dl1_obj.add_entry(func)
logger.info(f*Added: {func}", indent=1)
else:
for func in functions:
dl1_obj.add_entry(func)
logger.info(f"Added: {func}", indent=1)

builder = lief.PE.Builder(binary)
builder.build_imports(True)
builder.build()
builder.write(implant.implant_path)

return True



$ Solution 2: Exports (bonus)



$ Solution 3: Code Signing

< S0, you've fixed the imports and exports
< You've built your new implant
< Securely compiled, non-standard, etc.

< S0, you add the final 20% of effort, the coup de grace, and implement
the special features people talk about on the walkthroughs



Signed vs. Unsigned

7.4%

Signature
92.6% False

True

Category



goodware

windows

malware

Percentage

613879




CA

Malware
(%)

Goodware
(%)

Winware
(%)

CA

COMODO RSA Code Signing CA

Microsoft Corporation

Microsoft Code Signing PCA 2011

COMODO RSA Certification Authorty

Microsoift Code Signing PCA

Symantec Time Stamping Services Signer - G4

‘Symantec Time Stamping Services CA - G2

'usted G4 Code Signing R5SA4096 SHA384 2021 CA1

=T -- T B - N * B S PR ¥ B

—
o=

Microsoft Windows Production PCA 2011
Microsoft Windows:

Microsoft Time-Stamp PCA

DigiCert Trusted Root G4

-
("]

Microsoft Corporation

—
-

AddTrust External CA Root

—
(L]

DigiCert SHA2 Assured ID Code Signing CA

-
=]

COMODO SHA-1 Time Stamping Signer

—
=]

GlobalSign CodeSigning CA - SHA256 - G3

17363
16874
14630
12277

7607
7019

6289

5524

4753
4142



nin

rtificate Authority . Total Count . Known Stolen . Winware E ilware

0D RSACode Signing CA 17 TRUE ool === sves W 000000000 oes
|

0.03
0.01
0.00
0.00

A256 TimeStampin




$S

igning

COMODO RSA Code Signing CA 17363

Microsoft Corporation 16874

Microsoft Code Signing PCA 2011 14630
COMODO RSA Certification Authority

Microsoft Code Signing PCA

Symantec Time Stamping Semvices Signer - G4

Symantec Time Stamping Semvices CA - G2

G4 Code Signing RSA4096 SHA334 2021 CA1

Microsoft Windows Production PCA 2011

Microsoft Windows

Microsoft Time-Stamp PCA
DigiCert Trusted Root G4 G280
Microsoft Corporation 5675
AddTrust External CA Root 5524
DigiCert SHA2 Assured ID Code Signing CA 4753
COMODO SHA-1 Time Stamping Signer 4142
GlobalSign CodeSigning CA - SHA256 - G3 4080




$ Sections

Name Content

.bss Uninitialized data (free format)

.cormeta CLR metadata that indicates that the object file contains managed code

.data Initialized data (free format)

.debug$SF Precompiled debug types (object only)

.debug$P Debug types (object only)

.drective Linker options

.edata Export tables

.idata Import tables

.idlsym Includes registered SEH (image only) to support IDL attributes. For information, see “IDL Attributes” in References at
the end of this topic.

.pdata Exception information

rdata Read-only initialized data

reloc Image relocations

Isrc Resource directory

.sbss GP-relative uninitialized data (free format)

.sdata GP-relative initialized data (free format)

.srdata GP-relative read-only data (free format)

.sxdata Registered exception handler data (free format and x86/object only)

text Executable code (free format)

s Thread-local storage (object only)

Hs$ Thread-local storage (object only)

.vsdata GP-relative initialized data (free format and for ARM, SH4, and Thumb architectures only)

xdata Exception information (free format

MSDN: PE Format



https://learn.microsoft.com/en-us/windows/win32/debug/pe-format

$ Compiler

L)

« In our experience, compilers have changed the outcome of execution

» Compiling with MINGW:
<+ Caught

» Compiling with MSVC:

< Fine

» Compiling with CLANG:
<+ Mixed



Compiler

< This is a current limitation of the dataset
< Detect it Easy could be used to solve this problem

= O horsicq / DIE-engine Q Type [/] to search

<> Code (%) Issues 21 i1 Pullrequests U3 Discussions (=) Actions [( Projects [0 Wiki (O Security [~ Insights

@_ DIE-engine Public > Watch 88 ~ % Fork 314 - 7 Star 2.2k
¥ master - P 2 Branches > 19 Tags Q Go tofile t Add file ~ - About
DIE engine
@. horsicq Update module: XScanEngine 2024-07-18 b030a8f . yesterday  +-) 15,629 Commits
entropy reverse-engineering signature
B _github/workflows Add missing notes 2 days ago disassembler elf binary-analysis
rogram-analysis hacktoberfest ara
Controls @ a29b07d Update module: Controls 2024-07-03 2 weeks ago mes § !
unpacker hacktoberfest22
Detect-lt-Easy @ 023ed87 Update module: Detect-It-Easy 2024-07-18 yesterday
0] Readme
FormatDialogs @ alc73dc Update module: FormatDialogs 2024-07-18 yesterday &8 MIT license



(]
File name

°
$ ( O l I l p I | e r = | E:\dataset\malware\0000025bfead495a003e43a7abd406c6 205 7d5e59dd 21260 7aa358bfdesea. dat

File type File size
PE32 443,32 KiB

Scan

Automatic
(4

File name Compiler: PureBasic(4.X-6.X)

= | |Ci\Windows\System32inotepad. exe * Overlay: Binary
Format: plain text[LF]
File type File size

PEG4 352.00 KiB

File name

= | |(C:\Usersimezl\AppData'Roaming \Spotify\Spotify. exe

Scan

Automatic
File type File size

* PEG4

A BAokit 210 PEG4 33.43 MiB

~aratimm et s g

Linker: Microsoft Linker(14.30.30795) . Sean
Compiler: Microsoft Visual C/C++(19.30.30795)[LTCG/C]

Tool Visual Studio(2022 version 17.0)

Automatic

= L =

Linker: Microsoft Linker(14.36.325341)
Compiler: Microsoft Visual C/C++(19.36.32541)[C++]
Tool Visual Studio(2022 version 17.6)
Sign tocl: Windows Authenticode(2.0)[PECS #7]
* Overlay: Binary
Certificate: WinAuth(2.0)[PKICS 7]




$ Compiler

In 2020, ESET published Rich Headers: leveraging
this mysterious artifact of the PE format

K/
0’0

Rich Headers were released in VS 97 SP3

D)

0’0

L/
0.0

Mostly undocumented

Contains information about:

L/
0.0

= Product Identifier
= Build Number

=  And some other stuff

VB2019 paper: Rich Headers: leveraging this mysterious artifact of the PE format

DanS (Ox536E6144)

padding (NULL)

build # prodID

build # prodID

build # prodiD

“Rich” (0x68636952)

padding (NULL)

padding (NULL)

count

count

count



https://www.virusbulletin.com/virusbulletin/2020/01/vb2019-paper-rich-headers-leveraging-mysterious-artifact-pe-format

$ Compiler

PE ‘Rich Headers' were introduced with the
release of Visual Studio 97 SP3. Microsoft didn’t
announce that it had implemented such a feature
or give a reason for its infroduction, and never
released any kind of documentation for it, so we
cannot really be sure about its original purpose,
but it seems that Microsoft simply wanted to have
some sort of development environment fingerprint
stored in the executables, or perhaps to help with
diagnostics and debugging. Regardless of the
original intent, the Rich Header has proved to be a
very valuable block of data for malware
researchers, where a few hundred bytes, when
interpreted correctly, can be used as a very strong
factor for attribution and detection.

NTkernelPacker

Thinsta




$ Compiler

= O elastic / die-python

<> Code () Issues [l Pullrequests () Actions () Security |~ Insights

& die-python  rusic © Watch 1
F main ~ ¥ 2 Branches © 1Tags Q, Gotofile t Add file ~ -
@ 1337-42 Fix homepage line for PyPl (#17) f8cadd9 . lastmonth  £L) 27 Commits
[ ] .github Mowved HEAD to vD.2 (#16) last month
B cmake Make die build as static (#5) last month
] python Moved HEAD to v0.2 (#16) last month
O .clang-format first commit 5 months ago
D .gitignore [CI] Use cibuildwheel instead of wheel (#14) last month
D CMakelists.txt Moved HEAD to vD.2 (#16) last month
[_j LICENSE Update LICENSE (#7) last month
D README.md Update links in README .md, add badges for visibility (#15) last month
O pyproject.toml Fix homepage line for PyPl (#17) last month



$ Compiler

Rich Headers (Percentage per Sample Type)

Rich Headers Present
True
False

5]
(=)
©
et
c
]
et
&

Sample Type
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$ Implant Methodology

Ke Colour
Optional
Preferred

Paranoia

Consideration
Environmental Keying
Host Keying

External Keying
Anti-Debug

Anti-VM

Retrieve Payload Remotely

Loading Routine

Execution Routine
Defensive Impairment
Post Execution Cleanup
PE Management

Binary Post-Processing

Example

Domain name

Hostname

IPV4 == Expected

Something clever
\HKEY_CURRENT_USER\Software\VMware, Inc.\*
HTTP/DNS

VirtualAlloc, VirtualProtect, etc.
CreateThread, Callbacks, etc.
ETW, AMSI, WFP, etc.
VirtualFree / DeleteFile, etc
Exports, entrypoints, icons, etc.

Embed Imports, etc.



$ Implant Methodology

Pre-load —=

load —=

Post-load >

Post-compilation {

Consideration
Environmental Keying
Host Keying

External Keying
Anti-Debug

Anti-VM

Retrieve Payload Remotely

Loading Routine

Execution Routine
Defensive Impairment
Post Execution Cleanup
PE Management

Binary Post-Processing

Malware Evasion Techniques Part 2: Anti-VM Blog

Windows: Evasion techniques

Example

Domain name

Hostname

IPV4 == Expected

Something clever
\HKEY_CURRENT_USER\Software\VMware, Inc.\*
HTTP/DNS

VirtualAlloc, VirtualProtect, etc.
CreateThread, Callbacks, etc.
ETW, AMSI, WFP, etc.
VirtualFree / DeleteFile, etc
Exports, entrypoints, icons, etc.

Embed Imports, etc.



https://www.deepinstinct.com/blog/malware-evasion-techniques-part-2-anti-vm-blog
https://www.deepinstinct.com/blog/malware-evasion-techniques-part-2-anti-vm-blog
https://www.deepinstinct.com/blog/malware-evasion-techniques-part-2-anti-vm-blog
https://evasions.checkpoint.com/src/Evasions/

$ Implant Methodology

Entropy

File Size

Sections

Imports / Exports

Imports

Signing

SN
—_

Consideration
Environmental Keying
Host Keying

External Keying
Anti-Debug

Anti-VM

Retrieve Payload Remotely
Loading Routine
Execution Routine
Defensive Impairment
Post Execution Cleanup
PE Management

Binary Post-Processing

Example

Domain name

Hostname

IPV4 == Expected

Something clever
\HKEY_CURRENT_USER\Software\VMware, Inc.\*
HTTP/DNS

VirtualAlloc, VirtualProtect, etc.
CreateThread, Callbacks, etc.
ETW, AMSI, WFP, etc.
VirtualFree / DeleteFile, etc

Exports, entrypoints, icons, etc.

Embed Imports, signing, etc.




$ Final thoughts

< @Gold Standard:

< Pretend to be Windows
< You won't be able to do this, so much to get right

< Trying to make this perfect, will create more variance, thus standing out

< @Goodware is a lot better to aim for - most malware doesn't even bother

< Doing a little, but not knowing why, and ending up as gitfud, is worse than just using well-
honed loader or even meterpreter when it comes to static points of interest

< This is not the case for runtime!



$ Final thoughts

» The statisiclyl average binary is

POI Goodware Winware Malware
Enfropy
File Size
Imports
Exports

Signed

Compiler




$ Final thoughts

__iob_func
_amsg_exit

_CorDIlIMain

_initterm
_lock
_unlock
abort
calloc
free
fwrite
malloc
memcpy
memmove
memset
realloc
ifelals
strcmp
strlen
strncmp
viprintf

CharNextA
CoCreatelnstance
Colnitialize
CoTaskMemFree
CoUninitialize
DestroyWindow
DispatchMessageA
GetKeyboardType
GetSystemMetrics
LoadStringA
MessageBoxA
Olelnitialize
OleUninitialize
RegCloseKey
RegOpenKeyExA
RegQueryValueExA
SysAllocStringlen
SysFreeString
SysReAllocStringlLen
VariantClear



$ Questions?
|

s (NOW wil WILL TAlkﬁl

\ yo‘qbuesuous /4




Thanks!



https://www.dan-mumford.com/
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